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Index: Provisioning Interface

▐ Use case 1 : Application purchase

 Use case 1A: Instance provision [License purchase]

 Use case 1B: Instance setup

 Use case 1C: Users provision

▐ Use case 2 : Changing purchase : Instance Modification

▐ Use case 3 : Updating the instance

▐ Use case 4 : Updating user : User Modification

▐ Use case 5 : Disable an Instance

▐ Use case 6 : Enable an Instance

▐ Use case 7 : Remove Instance : Remove application

▐ Use case 8 : Non related to purchase process
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Purchase Timeline sum up
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Use case 1A: Instance provision [Licenses purchase]
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NEC

Provisioning

Module

ISV

Provisioning

Module

InsertRealm (RealmName, customFields)

[Exceptions]

1

RealmName is an input 

parameter also for the

rest of Provisioning calls.

The purchase of the instance is done in this Use case 1A.

After it, the customer can continue configuring the instance (Use case 1B) and setting up the users (Use case 

1C), but those flows can also be done later (it may take several time).

In InsertRealm, the Marketplace will send in customfields the number of licenses per service type available in 

the purchase form. For example, having the business model with Basic and Premium licenses:

• CustomField BasicLicenses, specifying number of licenses

• CustomField PremiumLicenses, specifying number of licenses
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Use case 1B: Application configuration : Instance setup
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NEC

Provisioning

Module

ISV

Provisioning

Module

UpdateRealm (RealmName, customFields)

[Exceptions]

1

Inside UpdateRealm, the MKP is going to send provision data required to configure the service. This use case 

is atomic and independent from Use Case 1A, meaning that it could happen inmediatly after 1A or may take

undefined time  (it is up to the user).

This use case is not mandatory. 

If the ISV does not need any information to configure the service, the ISV won’t receive UpdateUser request.



NEC Confidential

Use case 1C: Users provision
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NEC

Provisioning

Module

ISV

Provisioning

Module

[Exceptions]

InsertUser (FirstName, LastName, Email, 

RoleName, UserName, PassWord, 

CustomFields)
x N

1

Normally speaking all users should have the same CustomFields, just changing the value for each one

RoleName possible values must be defined by the ISV (several RoleNames can be defined)

Inside InsertUser, the MKP is going to send provision data required to provision each user. This use case is

atomic and independent from Use Case 1B, meaning that it could happen inmediatly after 1B  or may take

undefined time (it is up to the user).
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Use case 2: Changing purchase : Instance Modification
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NEC

Provisioning

Module

ISV

Provisioning

Module

[Exceptions]

UpdateRealm (RealmName, CustomFields)

This method will send in CustomFields for:

• amount changes of licenses

• instance data changes

２

SelectRealm(RealmName)

[CustomFields],[Exceptions]

1

Fields in green can be modified. RealmName and Username can’t be modified because they define the user
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Use case 4: Updating user : User Modification
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NEC

Provisioning

Module

ISV

Provisioning

Module

[Exceptions]

UpdateUser (FirstName, LastName, Email, 

RoleName, RealmName, UserName, PassWord, 

CustomFields)

1

Fields in green can be modified. RealmName and Username can’t be modified because they define the user
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Use case 6: Replacing users : Instance Modification
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NEC

Provisioning

Module

ISV

Provisioning

Module

InsertUser (FirstName’, LastName’, Email’, 

RoleName, RealmName’, UserName’, 

PassWord’, CustomFields)

[Exceptions]

[Exceptions]

1

2
RemoveUser (UserName)

x N

x N

If the ISV does not say the opposite, the customer will always need to have one user with role Admin.

However, when replacing users, in that short period of time, there may not be users with the needed roles by

the ISV.

Insert new user/s, user then remove old user/s

CustomFields includes the updated information regarding purchase options
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Use case 7 : Disable an instance [From MKP 4.3 or later]
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NEC

Provisioning

Module

ISV

Provisioning

Module

UpdateUserStatus (RealmName, UserName, Status)

UpdateRealmStatus (RealmName, Status)

[Exceptions]

[Exceptions]

1

2

The Carrier will notify the user is no longer able to use the application, so a Disable request is sent to let ISV know this user

will no longer:

• count for billing

• Access the application

This Disable status shall remain this way until Enable request is emitted.

x N

Value = 7

Value = 7
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Use case 7 : Disable an instance [Until MKP 4.2]
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The Carrier will notify the user is longer able to use the application, so a Disable order is sent to let ISV know this user will

no longer:

• count for billing

• Access the application

This Disable status shall remain this way until Enable order is emitted.

NEC

Provisioning

Module

ISV

Provisioning

Module

DisableUser (RealmName, UserName)

DisableRealm (RealmName)

[Exceptions]

[Exceptions]

1

2

x N

This flow is deprecated.

Only being used in old

Marketplaces.
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Use case 8 : Enable an instance [From MKP 4.3 or later]
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The Carrier will notify the user is able to use the application again (the instance must be on Disable

Status, that is, the MKP must have previously sent UpdateUserStatus (status=7) and UpdateRealmStatus

(status=7) requests for this instance).

NEC

Provisioning

Module

ISV

Provisioning

Module

UpdateUserStatus (RealmName, UserName, Status)

UpdateRealmStatus (RealmName, Status)

[Exceptions]

[Exceptions]

1

2

x N

Value = 0

Value = 0
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Use case 8 : Enable an instance [Until MKP 4.2 or later]
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The Carrier will notify the user is able to use the application again (the instance must be on Disable

Status, that is, the MKP must have previously sent DisableUser and DisableRealm requests for this

instance).

NEC

Provisioning

Module

ISV

Provisioning

Module

EnableUser (RealmName, UserName)

EnableRealm (RealmName)

[Exceptions]

[Exceptions]

1

2

x N

This flow is deprecated.

Only being used in old

Marketplaces.
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Use case 9: Remove Instance : Remove application
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NEC

Provisioning

Module

ISV

Provisioning

Module

RemoveUser (UserName)

RemoveRealm (RealmName)

[Exceptions]

[Exceptions]

2

x N

1

2
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Use case 8 : Non related to purchase process
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The rest of existing provisioning WebServices are not currently related

to purchase process. 

Nor either called periodically, but NEC Marketplace may call these

methods in any moment, so implementation must be done as well. 

The list of methods can be found in the next slide.
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Use case 8 : Non related to purchase process
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NEC

Provisioning

Module

ISV

Provisioning

Module

EnableAllUsers (RealmName)

DisableAllUsers (RealmName)

[Exceptions]

[Exceptions]

X

SelectUser (UserName)

RemoveAllUsers (RealmName)

[Users],[Exceptions]

[Exceptions]

X

X

X
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Index: SSO Interface

▐ Use case 1 : Login by clicking on application button :  WS Login

▐ Use case 2: Non related to purchase process : WS Logout

▐ Use case 3: Delegated Authentication
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Use case 1: Login
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NEC

Provisioning

Module

ISV

Provisioning

Module

Login (UserName, PassWord)

[SessionId, Exceptions]

1

2

ISV

Service access

Open a new web-window with an URL with the

following format:

Redirection URL + sessionId
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Use case 2: Logout
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NEC

Provisioning

Module

ISV

Provisioning

Module

Logout (UserName, PassWord)

[Exceptions]

In the current version Logout method is not being used in any case of use

1
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Use case 3: Delegated authentication [From MKP 4.3 or later]
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NEC

Provisioning

Module

ISV

Application

Login (UserName, PassWord, RealmName,

ISVUsername, ISVPassword)

Customer

1

The customer tries accesing the application

with the credentials (username and password) 

provided by the ISV

2

The ISV grants access to the application

IMPORTANT: User credentials must be provided by the ISV to the customer

(Marketplace does not send notifications regarding this issue).




